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2.25 - The Bootstrap Update

2.25 is here! 2.25 introduces Bootstrap v6, a complete redesign of Bootstrap, RadiumQOS as its
own subdomain, and a new gallery to Mine Falls!

NOTE: The Title || & VII Policy has beensefiamed to the Civil Rights & Non-Discrimination Policy
with additional content.

View the changelog details on the next couple of slides. —
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Added:
Added a gallery section to Mine Falls. (9f44b8d)

Removed:
Removed the redirect link for Encochat. (e5cedb8)

Changed:
Updated Bootstrap from v5.3.8 to v6.0.0-dev, as part of migrating: (#/49)

Import Bootstrap's new ESM script & CSS. (e38f8dd, bf2626b, c02dc16, e078da4, beb534d2, 76cbdbb,
3dd145e, c151ed4, d7b551e, 28dbd4f, ba227el & ef0abf9)

Redesigned the Accordion. (69d4e09)

Overhauled the navbar. (60a49d2, 63d626f, 606d23f, 8840d67, 729bb47, 7621538, 33c9612, 63919f,
4ca2888, 9bbdcbf, ae10505, d381fa4, 051a2ba & 9404d01)
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Changed:

Updated Astro from v5.18.0 to v6.4.8. (#/10, #711, #712, #715, #719, #722, #724, #7227, #8410, #728, #/35, #739,
#740, #7485, #747, #750, #7511, #7525008NL/ 55, #1757, #758, #759, #7601, #7062, LGS/ / 4 P 8T,
#782, #784, #791 & #795)

Updated React from v19.2.4 to v19.2.7. (#748 & #780)

Updated @astrojs/netlify from v6.6.4 to v7.0.13. (Z10, #7194 722, #735, #740, #751, #7563, #762, #769, # /73]
#777,#781 & #782)

Updated @astrojs/react from v4.4.2 to v5.0.7. (#710, #7244 /28, #735, #740, #745, #753, #769, #/// &#/81)
Updated @types/jquery from v4.0.0 to v4.0.1. (#7/83)

Bugs Fixed:

Fixed the Index's history section not rendering properly. (091f432)
Fixed devicon not appearing. (#/67/)

Fixed buttons that led to 404s. (/8a0b89 & bdb572c)

Fixed TSC's DoS article having a leftover disclaimer. (f8af9a2)
Fixed embeds for Twitter/X not showing an image. (f8ffeab)
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Security Vulnerabilities Patched:

tar@v7.5.15: node-tar applies PAX size override to intermediary GNU long-name/long-link headers, causing tar parser
interpretation differential (file smuggling) (#794) (CVE-2026-53655)

js-yaml@v4.1.1: JS-YAML: Quadratic-complexity DoS in merge key handling via repeated aliases (#793)
(CVE-2026-53550)

tmp@v0.2.5: tmp has Path Traversal via unsanitized prefix/postfix that enables directory escape (#779)
(CVE-2026-44705)

devalue@v5.6.4: Svelte devalue: DoS via sparse array deserialization (#770) (CVE-2026-42570)

fast-uri@v3.1.0: fast-uri vulnerable to host confusion via percent-encoded authority delimiters (#764) (CVE-2026-6322)
fast-uri@v3.1.0: fast-uri vulnerable to path traversal via percent-encoded dot segments (#764) (CVE-2026-6321)
postcss@v8.5.6: PostCSS has XSS via Unescaped </style> in its CSS Stringify Output. (#756) (CVE-2026-39364)
vite@7.3.1: Vite: ‘serverfs.deny' bypassed with queries (#746) (CVE-2026-41305)

defu@v6.1.4: defu: Prototype pollution via *__proto__" key in defaults argument (#743) (CVE-2026-35209)
lodash@v4.17.23: lodash vulnerable to Code Injection via *_template’ imports key names (#741) (CVE-2026-4800)

lodash@v4.17.23: lodash vulnerable to Prototype Pollution via array path bypass in "_.unset’ and '_.omit" (#741)
(CVE-2026-2950)
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Security Vulnerabilities Patched:

brace-expansion@v5.0.4: Zero-step sequence causes process hang and memory exhaustion. (#739) (CVE-2026-33750)
brace-expansion@v2.0.2: Zero-step sequence causes process hang and memory exhaustion. (#739) (CVE-2026-33750)

node-forge@v1.3.3: RSA-PKCS signature forgery due to ASN.1 extra field. (#738) (CVE-2026-33894)
node-forge@v1.3.3: Ed25519 signature forgery due to missing S > L check. (#738) (CVE-2026-33895)

node-forge@v1.3.3: basicConstraints bypass in certificate chain verification (RFC 5280 violation). (#738)
(CVE-2026-33896)

node-forge@v1.3.3: Denial of Service via infinite loop in Biglnteger.modInverse() with zero input. (#738)
(CVE-2026-33891)

picomatch@v4.0.3: ReDoS vulnerability via extglob quantifiers. (#731) (CVE-2026-33671)

picomatch@v4.0.3: Method Injection in POSIX Character Classes causes incorrect glob matching. (#731)
(CVE-2026-33672)

picomatch@v2.3.1: ReDoS vulnerability via extglob quantifiers. (#731) (CVE-2026-33671)

picomatch@v2.3.1: Method Injection in POSIX Character Classes causes incorrect glob matching. (#731)
(CVE-2026-33672)
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Sec(ﬂ'ity Vulnerabilities Patched:
_yaml@v2.8.2: Stack Overflow via deeply nested YAML collections. (#734) (CVE-2026-33532)
smol-toml@v1.6.0: Denial of Service via TOML documents containing thousands of consecutive commented tines. (#/30)

(GHSA-v3rj-xjv/7-4jmq)
h3@v1.15.8: SSE Event Injection via unsanitized carriage return (\r) in EventStream data and comment ﬁelds (bypass of

prior CVE fix). (#716) (GHSA-4hxc-9384-m385)

h3@v1.15.8: Double decoding in serveStatic bypasses resolveDotSegments path traversal protection via %252e%252e.
(#716) (GHSA-72gr-gfp/7-vwhw)

h3@v1.15.5: Server-Sent Events injection via unsanitized newlines in event stream fields. (#/15) (CVE-2026-33128)
h3@v1.15.5: Path Traversal via percent-encoded dot segments in serveStatic allows arbitrary file read. (#715)

(GHSA-wrdh-v87w-p3r7)
devalue@v5.6.3: devalue has prototype pollution in devalue.parse and devalue.unflatten. (#714) (CVE-2026-30226)

tar@v7.5.11: node-tar Symlink Path Traversal via Drive-Relative Linkpath. (#713) (CVE-2026-31802)
tar@v7.5.9: tar has Hardlink Path Traversal via Drive-Relative Linkpath. (#709) (CVE-2026-29786)
svgo@v4.0.1: SVGO DoS through entity expansion in DOCTYPE (Billion Laughs). (#708) (CVE-2026-29074)
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